Policy on Safe Internet Use, SMS and Social Networking.

Introduction 
Without any doubt the use of the internet, and other more modern forms of media communication are vital and a huge part in the world of young people today. There are well over a hundred million worldwide users of the popular social networking site Facebook, and according to various sources Facebook receives almost three quarters of a billion links each month from other websites. 

The internet has at once become young people’s refuge, church, and potentially their greatest threat in terms of personal safety. A brief culture analysis would show us that in the last twenty years from being virtually unused and unheard of now almost every household in Britain and certainly almost every person in Britain has access to the internet and everything therefore that is on it. The Internet is It is the largest unregulated source of uncheckable information on the planet. 
Young people in particular are very keen to use social networking sites such as Facebook, Twitter, Bebo, MySpace and Baddo.  Such sites are used as places where young people can interact, form relationships, create friends etc. 
To further one particular example, Facebook is a website enabling simultaneous chat, the sharing of personal details, joining groups and potentially even starting mini revolutions, as was proven in 2009 by a campaign to topple the X Factor from it’s assumed number one place in December’s single’s chart. Backed by this campaign Rage against the Machine stole the top spot from Simon Cowell and colleagues in fairly dramatic fashion. Other Facebook groups have been used to create angst and outrage against local MP’s in the expenses scandal, and Facebook has also been used for where people declare their change in sexual preference – “or come out”. 

This policy aims to equip the Youth workers and Children’s workers of the Diocese of Leicester and to give them some guidelines in order that our work amongst young people and children is both transparent and as safe as we can make it. 

Internet Use 
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According to Peter Steiner famous cartoon (above) that appeared in an American Tabloid, “on the internet no body knows you’re a dog”. Although Steiner’s caption was clearly created in comedic fashion, he strikes at the heart of one of the issues for Youth workers, Children’s workers and indeed young people and children in terms of internet use. It is almost impossible when using the internet to check that the identity of someone is real and genuine. Many “celebrities” have struggled with this particular issue as Facebook and Twitter in particular have gained in popularity, as several thousand people for example may follow somebody’s “tweets” on twitter not realising that who they are following is of course not the real person.  Furthermore personal security as a broader issue is quite complicated.  Identities can be stolen through websites and even though an IP (internet Protocol) address can narrow down a computer to within a few yards thus providing some guarantee of security it is possible to change or block your IP address and get around this particular issue. The young people for life website can block and remove IP Addresses thus reducing Spam and the chance for vicious or malicious posts to be made on the website itself. 

There are several large issues that need to be looked at in terms of general internet use. 

Age Appropriate websites
Churches, organisations and youth facilities need to be sure that any websites they produce are safe and appropriate for their client group.  For instance if a church website links it’s users to a YouTube video (whilst there may also be legal and copyright issues at stake) the YouTube video in question could contain a further and related link to any video of any description that plainly may not be suitable for the group it was intended for.  

Service providers of websites use a number of systems to deny access to users who declare that they are under 13.  For instance it is possible to place a cookie onto a user’s computer to prevent them from attempting to re-register with false age details, secondly technical tools such as search algorithms are used to look for words particularly used by children and young people and identify those under 13 who may have lied about their age at registration, and thirdly by offering free downloadable parental controls which help parents manage their children’s use of the service. 
The Diocese of Leicester recommends that church groups and other groups or bodies that have their own websites take every possible precaution to ensure that not only are the users aware of guidelines for safety online, but the importance of behaving responsibly is stressed as well as the individuals’ responsibility in contributing to positive and respectful community. 

Forums 

Where forums are used and in particularly where they are open access, extreme caution needs to be taken.  Programmes known as Spybots or Crawlers are engaged by those with malicious intent to try and indentify email addresses and other information which just appear on websites and are not coded.  These programmes can then send message after message to any email recipient. 
Open forums where there are conversations about particular things or events need very close monitoring.  Entirely open forms are not recommended by the Diocese of Leicester.  If a forum is to be used then no forum post should be able to go onto the website without it being seen by a moderator.  Again as an example,  yp4l.com uses a particular system where any post of any nature is delivered to a chosen email address before appearing on the website. This not only guarantees the safety of the person who posted the website but also is a move towards appropriate content only being posted. 

There are further concerns about the relationship between service providers and law enforcement, illegal behaviour on websites and cyber bullying.  For a full listing in this area we would suggest that you download the Home Office’s task force on child protection document on the internet which provides good practice guidance for the providers of social networking and the other interactive services. This document is available from the Internet Watch Foundation which works with the Home Office. 

Internet Messaging 

Classically speaking young people who use instant messaging online would use either a version of MSN or face book chat.  Other options are available at AOL or Yahoo and probably several thousand others  However, the essentials are that those using instant messaging use a sign in password of their own choice which is associated with their e-mail address, and then several people together can converse on screen with dialogue and or webcams and sound or all three. 
The clear guidelines for young people here are that any computer using a webcam to be involved with instant messaging needs to be in a family room within the house which is frequently used by other people.  Parents may need to take full responsibility here for those friends that their dependents communicate with in this way, because even with a recognised email address and a picture it is very easy to create a fake identity on a messaging facility such as these.  

Furthermore, youth workers and children’s workers who believe it is acceptable to use Facebook and MSN for their work, need to know that histories should never be cleared.  MSN gives the option to save chat histories on the computer, and this should be accepted so that youth workers and children’s workers do have a record of all the discussion. 
SMS
SMS is also known as short messaging service, and is a prime mode of communication for young people throughout the country. There need to be some clear guidelines given here for youth workers. In particular when texting young people records of these texts need to be kept and if a conversation ever tends to stray into dubious territory it may well be worth a youth worker or children’s worker sending copies of texts which have been sent or received to a colleague/ manager. 
Again youth workers need to be very clear that because young people text as one of their primary modes of communication, they are comfortable within this environment to give out various details and data, and this should be clearly understood. Whilst phone networks- Orange, Vodafone, etc are able to give details of when a text was sent and to which number, further research would need to be done to see if the detail within that  text could also be recorded. 
As a general rule youth workers and children’s workers need to be extremely transparent and clear in their conversations with young people not just face to face or through instant messaging services, but also online and through the internet’s various forms.  Further information on safeguarding young people and children this way can be found in the Safeguarding Children handbook provided by the Diocese of Leicester located on www.leicester.anglican.org  Others may be interested in reading through ‘safer children in a digital world’ which is a report from the Byron Review published by Tanya Byron (consultant clinical psychologist) 2008.  
http://www.ebizmba.com/articles/social-networking-websitesaccessesedinjanuary2010 , http://www.yp4l.com, http://www.iwf.org.uk/documents/20060105_search_guidance_v1_3_111105.pdf, Safe Guarding Children Handbook http://www.leicester.anglican.org/diocesan-info/subsite/content-subsite.aspx?page=diocesan-info&section=resources, Safer Children in a digital world http://www.dcsf.gov.uk/byronreview/pdfs/Final%20Report%20Bookmarked.pdf. 

